Como configurar SSO con Microsoft AD FS

Requisitos del sistema

Paso 1. Verificar ajustes de AD FS

Paso 2. iSpring LMS Ajustes

Paso 3. Configuracion de la parte confiable de AD FS
Paso 4. Creando reglas de reclamaciones

Paso 5. Ajustando los Ajustes de Confianza

Paso 6. Punto final Ajustes

Paso 7. Verificar inicio de sesién Gnico (SSO)
Correlacion de campos de iSpring LMS y SSO
Autorizacion sin SAML

Requisitos del sistema

Un servidor con Microsoft Server 2019/ 2016/ 2012 R2 en ejecucion

AD FS 5.0/4.0/3.0 instalado en su servidor

Un certificado SSL para firmar su pagina de usuario de AD FS y la huella digital de ese certificado
Una cuenta de iSpring LMS

Un usuario de LMS con el rol Titular de la cuenta o Administrador de la cuenta

Esta guia cubre la configuraciéon de SSO SAML mediante AD FS 4.0 en Windows Server.

Paso 1. Verificar ajustes de AD FS

1. Inicie sesion en su servidor AD FS y abra la consola de administracion de ADFS mediante el acceso directo en Control Panel (Panel de control)
> System and Security (Sistema y seguridad) > Administrative Tools (Herramientas administrativas).
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2. Haga clic derecho en Service (Servicio) y seleccione Edit Federation Service Properties (Editar propiedades del servicio de federacion).
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3. Verifique que los ajustes General (Generales) coincidan con sus entradas DNS y nombres de certificado. Tome nota del Federation Service
Identifier (Identificador del servicio de federacion), ya que se usa en los ajustes de configuracion SAML 2.0 de iSpring LMS.



4. En el campo de nombre Federation Service (Servicio de federacion), utilice un dominio de tercer nivel, por ejemplo, adfs.ispring.com.

Federation Service Properties *

General  Organization Events
Federation Service display name:
|i5pring Federation Service |

Example; Fabrkam Federation Service

Federation Service name:

|adfs.ispring.mm |

Bxample: fs fabrilkam .com

Federation Service idertifier:
|I'rl'tp:ffadfs.ispring.cnrrv“adfsfser‘uicesftmst |

Bxample: hitp:/ s fabrkam com.adfs/services Arust

Web 550 lfetime {minutes): 480 =

[ ] Enable delegation for service administration
Delegate name:

Allow Local System accourt for service administration

Allow Local Administrators group for service administration

QK Cancel Apphy

Paso 2. iSpring LMS Ajustes

. Examine los certificados.

Haga clic con el botén derecho en el certificado y seleccione View Certificate (Ver certificado).
. Ir a la pestafia Details (Detalles).

. Encuentra el campo Thumbprint (Huella Digital) y copia el contenido.
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5. Inicie sesién en su cuenta de iSpring LMS. Luego, vaya a Servicios Ajustes SSO y haga clic en SAML.

stispringIms Q 4
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L ! )
Ajustes SSO Accesos directos

o) SAML JWT OpeniD ¢Qué es esto? m
m
oo Ajustes de conexién
o URL del emisor (ID de identidad

del 1dP):

URL de inicio de sesion Unico

URL de cierre de sesion:
o+ Huella digital del certificado:
ao

Redireccionar a los usuarios a la pagina de Inicio de sesion SSO @

6. Inserte su Thumbprint (huella digital) en el campo Huella digital del certificado y elimine todos los espacios entre los caracteres.
7. EniSpring LMS, en la pagina de ajustes de integracién SSO, rellene estos campos:

Nombre del campo Ejemplo
URL del emisor (ID de entidad del IdP) = http://YOUR_ADFS_SERVERNAME/adfs/services/trust
URL de inicio de sesion Gnico https://YOUR_ADFS_SERVERNAME/adfs/Is/idpinitiatedsignon.aspx

URL de cierre de sesion https://YOUR_ADFS_SERVERNAME/adfs/Is/?wa=wsignout1.0

Los parametros de la URL de inicio de sesion Unico y la URL de cierre de sesion pueden diferir, segtin el AD FS.


http://YOUR_ADFS_SERVERNAME/adfs/services/trust
https://YOUR_ADFS_SERVERNAME/adfs/ls/idpinitiatedsignon.aspx
https://YOUR_ADFS_SERVERNAME/adfs/ls/?wa=wsignout1.0

< Integracion de Inicio de sesién Gnico (SSO)

Ajustes SSO Accesos directos

SAML JWT OpeniD ¢Qué es esto?

Ajustes de conexion

URL del emisor (ID de identidad ~ https:/YOUR_ADFS_SERVERNAME/adfs/services/trust
del IdP)

URL de inicio de sesion dnico https://YOUR_ADFS_SERVERMNAME/adfs/Is/idpinitiatedsignon.aspx
URL de cierre de sesidn: https:/YOUR_ADFS_SERVERNAME/adfs/ls/?wa=wsignout1.0
Huella digital del certificado: ab123456789abcdefg12345678%a1a

Redireccionar a los usuarios a la pagina de Inicio de sesion SSO

URL del emisor (ID de La URL que identifica de forma Unica el servicio del proveedor de identidad. Este valor es igual al elemento E
entidad del 1dP) misor de la solicitud SAML enviada por el proveedor de identidad.

URL de inicio de sesion Es la ruta al script del servidor que genera solicitudes de confirmacién de identificador SAML para gestionar la
Gnico autorizacion.

URL de cierre de sesion Es la ruta al script del servidor que genera solicitudes de confirmacion de identificador SAML para gestionar el

cierre de sesion.
Huella digital del Esta es una version abreviada del certificado de clave publica para verificar una firma digital. Se utiliza para
certificado confirmar solicitudes de firma emitidas por un proveedor de identidad. Saber méas sobre las huellas digitales
de certificados aqui.

Redirigir a los usuarios a Si esta opcion esta habilitada, la pagina de usuario de iSpring tendré la siguiente URL: https://yourcompany.
la pagina de inicio de ispringlearn.com/sso/login.
sesion SSO

8. Haga clic en Activar.
9. Luego, afiada el enlace al sitio corporativo en la secciéon Accesos directos.

< Integracion de Inicio de sesién tnico (SSO)

Ajustes SSO Accesos directos

Los accesos directos estdn ahora en la seccién Ajustes

Puede afiadir nuevos enlaces a sitios y servicios usados frecuentemente en Ajustes > Opciones adicionales > Accesos directos

Paso 3. Configuracion de la parte confiable de AD FS

1. Vaya a la consola de administraciéon de AD FS y seleccione Relying Party Trusts (Confianzas de partes confiables), haga clic con el botén
derecho sobre ella 'y seleccione Add Relying Party Trust (Afiadir confianza de parte confiable).


https://en.wikipedia.org/wiki/Public_key_certificate
https://simplesamlphp.org/docs/1.5/simplesamlphp-reference-idp-remote#section_5
https://yourcompany.ispringlearn.ru/sso/login
https://yourcompany.ispringlearn.ru/sso/login
https://docs.ispring.eu/display/ILES/Enlaces+a+los+portales+de+empresa
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2. Seleccione Claims aware (Consciente de las reclamaciones) y haga clic en Start (Iniciar).
i Add Relying Party Trust Wizard X
Welcome

Steps
@ Welcome

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in security tokens to make authentication and

® Select Data Source authorization decisions. Non-claims-aware applications are web-based and use Windows
Integrated Suthentication in the internal network and can be published through \Web Application

@ %I‘i,::e Access Control Proxy for extranet access. Learn more

@ Readyto Add Trust (@) Claims aware

@ Finish (O Non claims aware

< Previous Cancel

3. Enla Select Data Source (Seleccionar origen de datos) fase, seleccione la Ultima opcion: Enter data about the relying party manually
(Introducir datos sobre la parte confiable manualmente).



i Add Relying Party Trust Wizard X

Select Data Source

e Select an option that this wizard will use to obtain data about this relying party:
@ Welcome
{Z) Import data about the relying party published online or on a local network
Select Data S
- NS Use this option to import the necessary data and certificates from a relying party organization that publishes
@ Specify Display Name its federation metadata online or on a local network.
@ Corfigure Certificate Federation metadata address thost name or URL):
@ Configure URL
@ Configure Idertifiers Example: fs.contoso .com or https://www contoso.com/app
@ E’r_’“se Access Control () Import data about the relying party from a file
olicy

Use this option to import the necessary data and certificates from a relying party organization that has

@ Readyto Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source.  This wizard will not
& R validate the source of the file.
Federation metadata file location:
Browse...
(@) Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.
< Previous Next Cancel

4. En la siguiente pantalla, introduzca un Display name (Nombre para mostrar) que pueda reconocer en el futuro. Haga clic en Next (Siguiente).
il Add Relying Party Trust Wizard pad

Specify Display Name
Steps Enter the display name and any optional notes for this relying party.

Welcome Display name:

Select Data Source iSpring Leam S50

@

@

@ Specify Display Name Notes:
@ Configure Certfficate =
@
@
@

Configure URL
Configure Identifiers

Choose Access Control
Policy

Ready to Add Trust
@ Finish

]

= Previous Next = Cancel

5. En la etapa Configure Certificate (Configurar certificado), deje los valores Predeterminadas. Haga clic en Next (Siguiente).



i Add Relying Party Trust Wizard by

Configure Certificate

Steps Specify an optional token encryption cerdfficate. The token encryption certificate is used to encrypt the claims
@ Welcome that are sent to this relying party. The relying party will use the private key of this cerificate to decrypt the
claims that are sent to it. To specify the cedificate, click Browse.
@ Select Data Source
@ Specify Display Name s
Corfi Certifi e
. Lt =L Effective date:
@ Configure URL Expiration date:
@ Configure Identifiers
@ Choose Access Control et At
Policy
@ Readyto Add Trust
@ Finish

< Previous MNexd Cancel

6. En la siguiente pantalla, marque la casilla Enable support for the SAML 2.0 WebSSO protocol (Habilitar soporte para el protocolo WebSSO
SAML 2.0). La URL del servicio serd: https://youraccount.ispringlearn.com/module.php/saml/sp/saml2-acs.php/default-sp.

1 Add Relying Party Trust Wizard X

Configure URL

e AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebS50 protocols for relying parties.

@ Welcome WS5-Federation, SAML, or both are used by the relying party. select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

@ Select Data Source
[ Enable support for the WS-Federation Passive protocal

@ Specify Display Name

) - The W5-Federation Passive protocol URL supports Web-browserbased claims providers using the

@ Configure Certificate WS5-Federation Passive protocol.

@ Configure URL Relying party WS-Federation Passive protocal URL:

@ Configure Identifiers |

@ E‘?OSE Access Control Example; https://fs.contoso.com/adfs s/

olicy
' Heady{ofdd jnit Enable support for the SAML 2.0 Web5S0 protocol
@ Finish The SAML 2.0 single-sign-on (S50) service URL supports Web-browserbased claims providers using the
SAML 2.0 WebSSO protocal.

Relying party SAML 2.00 550 service URL:
|h‘dps:,-"/‘youmc:c:ourrt.ispringleam.c:omf"module.php;"sarnl;"sp;"samlz-acs.php;"de{auﬂﬁp

Example: https://www contoso .com/adfs s/

< Previous Next > Cancel

7. En la etapa Configure Identifiers (Configurar identificadores), afiada el Relying party trust identifier (Identificador de confianza de parte
confiable) como https://youraccount.ispringlearn.com/module.php/saml/sp/metadata.php/default-sp. Haga clic en Add (Afadir).


https://youraccount.ispringlearn.ru/module.php/saml/sp/saml2-acs.php/default-sp
https://youraccount.ispringlearn.ru/module.php/saml/sp/metadata.php/default-sp

i Add Relying Party Trust Wizard

Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Name |hﬁps:h‘)foumccourrt.ispringleam.comfmodule.phpfsamlfspf’metadata.phpfdefaultﬁpl | ; Add
@ Corfigure Certfficate Example: https:/Az.contoso com/adfs/services./trust l .
@ Corfigure URL Relying party trust identifiers:
@ Corfigurs Idertifiers Remove
@ Choose Access Control

Policy
@ Readyto Add Trust
@ Finish

j < Previous Next > ] Cancel

8. Luego, haga clic en Next (Siguiente).

i Add Relying Party Trust Wizard

Configure ldentifiers

Higi Relying parties may be identified by one or mare unique identifier stings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Name | | Add
@ Corfigure Cerfficate BExample: https:/As contoso com/adfs./services Arust
@ Corfigure URL Relying party trust identifiers: :
@ Corfigure Identifiers hitps://youraccount ispringleam .com/module pho. ./ | Remove
@ Choose Access Control
Policy
@ Readyto Add Trust
@ Finish

[ < Previous Next = Cancel

9. En el siguiente paso, elija Permit everyone (Permitir a todos). Haga clic en Next (Siguiente).



7 Add Relying Party Trust Wizard X

Choose Access Control Policy

Steps Choose an access control policy:
@ Welcome
¢ MName Description "
Select Data 5
| o AT Pemit everyone Grant access to everyone.
@ Specify Display Name Pemnit everyone and require MFA Grant access to everyone and requir
@ Configure Certificate Pemmit evenyone and require MFA for specific group Grant access to everyons and requir
ok GE Pemit everyone and require MFA from extranet access Grart access to the intranet users ar
W coboure Pemit everyone and require MFA from unauthenticated devices Grant access to everyone and requir
@ Configure [dertifiers Pemit everyone and require MFA, allow automatic device registr...  Grant access to everyone and requir
@ Choose Access Control Pemit everyone for intranet access Grant access to the intranst users.
PO'IC)’ Parmit ernanific Armon (Srart am~race tnicare A AR Ar mare
£
@ Readyto Add Trust
Pali
@ Finish il

Permit everyone

[ I do not want to configure access control policies at this time. Mo user will be permitted access for this
application.

< Previous Next > Cancel

10. En la etapa Ready to Add Trust (Listo para Afiadir Confianza), deje los valores Predeterminadas. Haga clic en Next (Siguiente).

i Add Relying Party Trust Wizard x

Ready to Add Trust

Steps The relying party trust has been corfigured. Review the following settings, and then click Next to add the
@ Welcome relying party trust to the AD FS configuration database.
@ Select Data Source Monitoring  |dertifiers  Encryption  Signature  Accepted Claims ~ Organization  Endpoints  MNote * | *
@ Speciy Display Name Specify the monitoring settings for this relying party trust.
@ Configure Cerficate Relying party’s federation metadata URL:
@ Configure URL |
@ Configure [dentifiers
@ Choose Access Control
Palicy
Ready to Add Trust
R o This relying party’s federation metadata data was last checked on:
@ Finish

< NEVEr =

This relying party was last updated from federstion metadata on:

< NEVEr >

< Previous Next = Cancel

11. En el dltimo paso, marque la casilla Configure claims issuance policy for this application (Configurar la directiva de emision de
reclamaciones para esta aplicacion). Luego, haga clic en Close (Cerrar).



G Add Relying Party Trust Wizard X
Finish
Sii The relying party trust was successfully added.
Welcome
R e Configure claims issuance policy for this application
Specify Display Name
Configure Certfficate
Configure URL
Conrfigure |dentifiers

Choose Access Control
Policy

Ready to Add Trust
@ Finish

®? ® © © ®@ @ @

®

Paso 4. Creando reglas de reclamaciones

1. Abra el panel de control de AD FS. En la seccion de Relying Party Trusts (Confianzas de la Parte Dependiente), haga clic derecho en el
nombre y haga clic en Edit Claim Issuance Policy (Editar Politica de Emisién de Reclamaciones).

1 ADFS
@ File Action View Window Help
ol Acel il 7

] ADFS Relying Party Trusts

v [] Service

“| Attribute Stores Display Name & Enabled  Type  Identifier

inad

= 2k iSpri S5¢ - Iraccount ispringleam /... |
I Authentication Methods EEkK e U Update from Federation Metadata... CECLAR SRR R MH

| Certificates

= Claim Dy i Edit Access Control Policy...
il aim Uescriptions

7 Device Registration Edit Claim Issuance Policy...
| Endpoints Disable
| Scope Descriptions Properties
| Web Application Proxy
| Access Control Policies Delete

| Relying Party Trusts
| Claims Provider Trusts
| Application Groups

Help

2. Afiada la primera regla. Para hacer esto, haga clic en Add Rule... (Afadir regla...).



Edit Claimn |ssuance Policy for iSpring Learn 550 x

lzsuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lzsued Claims

T.Pndd_HuIe Edit Rule... Remove Rule. ..

o] [ omn | [

3. Seleccione Send LDAP Attributes as Claims (Enviar atributos LDAP como reclamaciones). Haga clic en Next (Siguiente).



@ Add Transform Claim Rule Wizard x

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type detailz about each claim nule template.
@ Configure Claim Rule Claim nule template:

Send LDAP Attributes as Claims
Send LDAP Atributes as Claims
Send Group Membership as a Claim
Transform an Incoming Claim

Pass Through or Fitter an Incoming Claim
Send Claims Using a Custom Rule
ftipl

Il il 2 this rule Template to create
a rule that will extract attribute values for amhenhcated usersfmm the displayName and telephone Number
Active Directory attributes and then send those values as two different outgeing claims. This rule may also
be used to send all of the user's group memberships. f you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

<Previous | [ Ned> ][ Camesd |

4. En el paso Configure Claim Rule (Configurar regla de reclamacién), en el campo Nombre de la regla de reclamacion, introduzca un nombre
para la regla, por ejemplo, Attributes of iSpring LMS (Atributos de iSpring LMS).

ﬁ Add Transform Claim Rule Wizard *

Configure Rule

Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
8 Choose Fuds Type }om:‘t;;admll-e[}m attributes. Specify how the attributes will map to the outgeing claim types that will be issued

e Claim rule name:

IMribulesto iSpring Leam

Rule template: Send LDAF Attibutes as Claims

Attribute store:
| Active Directory |

Mapping of LDAP attributes to outgeing claim types:

Ia_‘li]‘;ﬂz‘;!ﬂre?bme et mhype Qutgeing Claim Type (Select or type to add more)
3 E-Mail-Addresses ~ |email ~
- A '

<Previous | [ Finish || Cancel

5. Elija Active Directory como su almacén de atributos.



ﬁ Add Transform Claim Rule Wizard X

Configure Rule

Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
Ch Fude T to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued

@ Choose Rule Type PRI

. SRS Claim rule name:

IPd'tribL.rl&Bto iSpring Leam

Rule template: Send LDAP Attributes as Claims

Attribute store:
| Active Directory ~|

Mapping of LDAP attributes to outgoing claim types:

LDAFP Attribute (Select or type to
add more)

» E-Mail-Addresses ~ (email ~

Outgoing Claim Type {Select or type to add mare)

| <Previous | [ Fnsh || Cancel

6. A continuacion, seleccione estos valores:
® Enla columna LDAP Attribute (Atributo LDAP), establezca E-Mail-Addresses.
® En la columna Outgoing Claim Type (Tipo de reclamacion saliente), establezca el valor de correo electrénico, como en iSpring LMS htt
ps:/lyouraccount.ispringlearn.com/settings/sso.

ﬁ Add Transform Claim Rule Wizard *
Configure Rule
Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be issued
@ Choose Rule Type e e

@ Corfigure Claim Rule

Claim rule name:

|Pd'lribul$to iSpring Leam

Rule template: Send LDAP Attributes as Claims

Attribute store:
| Active Directory |

Mapping of LDAP attributes to outgoing claim types:

LDAP Attribute (Select ortype to
add more)

3 E-Mail-Addresses ~ |email ~

Outgoing Claim Type (Select or type to add more)

<Previous | [ Fnish || Cancel

7. Haga clic en Finish (Finalizar) para guardar la nueva regla.


https://youraccount.ispringlearn.com/settings/sso
https://youraccount.ispringlearn.com/settings/sso

w Add Transform Claim Rule Wizard X

Configure Rule

Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
@ Choose Rule Type e

@ Corfigure Claim Rule

Claim rule name:

|P¢'tribule5to iSpring Leam

Rule template: Send LDAP Atibutes as Claims

Attribute store:
| Active Directory ~|

Mapping of LDAP attributes to outgoing claim types:

la_z?:ri:ﬂre;bme i Qutgoing Claim Type (Select or type to add more)
» E-Mail-Addresses « |lemail =
- vy i

| <Previous | [ Fnsh || Cancel |

8. Luego, afiada la segunda regla y seleccione Transform an Incoming Claim (Transformar una reclamacién entrante) como plantilla.
@ Add Transform Claim Rule Wizard *

Select Rule Template

e Select the template for the claim nule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Corfigure Claim Rule Claim rule template:

|Tra’1=fmm an Incoming Claim o |

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a nule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers" when there is an incoming group claim with
a value of "Admins". Multiple claims with the same claim type may be emitted from this ule. Sources of
incoming claims vary based on the rules being edited.

[ <Prvious | [ Nea> ][ cancel

9. Ingrese el Transform Account Name (Nombre de la cuenta de transformacion) y haga clic en OK.



Edit Rule - Transform Account Mame

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

Transform Account Mame]| |

Rule template: Transform an Incoming Claim

Incoming claim type: |Windows account name . |
ncoming name |0 format Unspecified

Outgoing claim type: |Name D w |

Outgoing name |0 format; |T|E|-|5jer|t |dertfier W |

(®) Pass through all claim values
() Replace an incoming claim value with a different outgeing claim value

Qutgoing claim value Browse ..

() Replace incoming e-mail suffc claims with a new e-mail suffix

Wiew H.L.“E Language... Cancel



10. Haga clic en Apply (Aplicar) y luego en OK para confirmar.

Edit Claim Issuance Policy foriSpring Learn 550 *

lzsuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Mame
1 Attributes to iSpring Leam

2 Transform Account Mame Mame 10

lssued Claims

email

Paso 5. Ajustando los Ajustes de Confianza

Aseglrese de que el Secure hash algorithm (Algoritmo de hash seguro) esté configurado en SHA-256 en los ajustes de seguridad. Para hacer esto:

1. Abra el panel de control de AD FS. En la seccion Relying Party Trusts (Partes confiables), haga clic con el botén derecho en el nombre y luego
en Properties (Propiedades).

1 aDFs

G File Action View Window

| 75 HE

Help

] ADFS
v [ Service
| | Attribute Stores
[ | Authentication Methods
[ Certificates
] Claim Descriptions
| Device Registration
] Endpoints
|| Scope Descriptions
[ Web Application Proxy
] Access Control Policies
| Relying Party Trusts
7] Claims Provider Trusts

Relying Party Trusts

Displzy Name &

Enabled Type Idertifier

iSpring Leam 550

ps.//youraccount ispringleam ru/m..

Update from Federation Metadata...
Edit Access Control Policy...

Edit Claim Issuance Palicy...
Disable

Properties

Delete

Help

2. Vaya a la pestafia Advanced (Avanzado) y seleccione SHA-256 en el campo Secure hash algorithm (Algoritmo de hash seguro).



3. Hagaclicen.
i5pring Learn S50 Properties =

Monitaring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proogy Endpoints Motes Advanced

Specify the secure hash algorthm to use for this relving party trust.

Secure hash algorthm: | SHA-Z256 W
SHA-1
SHA-256

| Genoel [ sl

Paso 6. Punto final Ajustes

1. Abra el panel de control de AD FS. En la seccién Relying Party Trusts (Partes confiables), haga clic con el botén derecho en el nombre y luego
en Properties (Propiedades).

G ADFS

‘@ File Action View Window Help
Lol ANl il 7

=] ADFS

w || Service

Relying Party Trusts

| Attribute Stores RepimcNae, & Enabled  Type  Idertffier
P~ icati ps:/Ayouraccount ispringleam ru/m..
4, Authe.ntlcatmn Mahas Update from Federation Metadata...
1 Certificates
" Claim Descriptions Edit Access Control Policy...
[ Device Registration Edit Claim Issuance Policy...
] Endpoints Disable
4 Scope Descriptions Properti
| Web Application Proxy

| Access Control Policies Delete

| Relying Party Trusts o

= el
__| Claims Provider Trusts ¥

2. En la pestafia Endpoints (Extremo), verifica el punto predeterminado:

® Para el tipo de Extremo (Endpoints), seleccione SAML Assertion Consumer.
® Para el tipo Index (Indice), seleccione 0.
® Para el tipo Binding (Enlace), seleccione POST.



iSpring Learn 550 Properties >

Accepted Claims
Motes Advanced

Idertifiers
Endpoints

Encryption Signature
Proogy Endpoints

Maonitaring
COrganization
Specify the endpoints to use for SAML and WS5-Federation Passive protocols.

URL Index  Binding Default Re
SAML Assertion Consurmner Endpoints
https:/Ayouraccount ispringlea... 0 POST Mo
£ >
Add SAML...
Add WS-Federation... Remove Edit...
oK Cancel Apply

® Enelcampo Trusted URL (URL confiable), introduzca una direccién como https://youraccount.ispringlearn.com/module.php/saml/sp
/saml2-acs.php/default-sp. Deje en blanco el campo Response URL (URL de respuesta) y haga clic en OK.

G File  Action View Window Help
o= 2o [
S ADFS Relying Party Trusts

v [ Service

Enabled  Type  Identfier | | Relying Party Trusts

Display Name =

[ Attribute Stores

8 Asihertiation Mithiads Sping Leam 550 Yes WS-T .. hitps://yoursccount ispringleam ru/m... P Add Relying Party Trus
~| Certificates * || Add an Endpoint X
" Claim Descriptions i
| Device Registration Monitoring  Idertfiers  Encryption  Signature  Accepted Claims Endpoint type:
E Endpm[:t; g Organization | Endpoints  Proxy Endpoints ~ Notes  Advanced BT R -
W OpS. ETans Speciy the endpoirts to use for SAML and WS-FederationPassive protocals.
| Web Application Proxy Binding:
Il Access Contml Folicies URL kidex | Bdia' | Defsk |Ra POST =
| Relying Party Trusts
= a . SAML Assertion Consumer Endpoints
_| Claims Provider Trusts || [ Setthe trusted URL as default
=] Application Groups hitps:/Arouraceaurt ispringlea... 0 POST Mo
index: |0 z
Trusted URL,
| [eursccount ispringleam ru/module php/sami /s /sami2-acs php /defaultsd]
Example: hitps://sts.contose.com/adfs/s
| Response URL
Example: https://sts contaso com/logot
< >
Add SAML.. Ece
Add WS Federation... Remove Edi.
oK Cancsl Epply

3. Luego aflada 2 puntos de cierre de sesion.
a. Para afiadir un punto:

i. Haga clic en Add SAML (Anadir SAML).

ii. Para el pardmetro de tipo de Endpoint (Extremo), seleccione SAML Assertion Consumer.

ii. Para Binding (Enlace), seleccione Artifact.
v. Para Index (Indice), seleccione 2.


https://youraccount.ispringlearn.com/module.php/saml/sp/saml2-acs.php/default-sp
https://youraccount.ispringlearn.com/module.php/saml/sp/saml2-acs.php/default-sp

Vi.

/saml/sp/saml2-acs.php/default-sp.
Deje en blanco el campo Response URL (URL de respuesta) y haga clic en OK.

Q07
W File
e 2m B @
ADFS
- Service
1 Access Contrel Policies
| Relying Party Trusts
7| Claims Provider Trusts
7 Application Groups

Action View Window Help

. En el campo Trusted URL (URL confiable), introduzca una direcciéon como https://youraccount.ispringlearn.com/module.php

e
Display Name = Enabled  Tipe  ientfier Access Control Policy Rely
iSprng Leam 5§50 Yes WST.. hitpa/Ayouracoourt isprngleam ru/m...  Pemi everyone
Spring Leam S50 Propery | Add an Endpoint X
Montoing  Ideniifiers  Encryption  Signaiure  Accepted Claims : Endport type
Ogerization  Endports  Proxy Echords | Netes  Advanoed | || [oaui =
Speciy the endpoints to use for SAML and WS-FederationPassive protocols.

~ | Bindng
URL Index  Bndng  Defout Fe N | Atfact v
SAML Assertion Consumer Endpoints | :
Mapeciiouscount inpinghes.. 0 POST Mo i (] Set the trusted URL as defauk
SAML Logout Endpoints H ohde 2 |3
hitps //YOUR_ADFS_SERV. FOST Mo i
" e 1 Tosted UL
N [rtpsui springleam ru/modkde php/sal/ap /sami2-acs. pho 4
Example: htps //sis cortoso com/adisfs
| Response URL
4 |
M Example: hitps //sts cortoso.com/logout
€ 3 n
s | .
| Add WS Federtion.. Fiemave Edt .
oK Cancel Apply

b. Aflada un nuevo punto. Para hacer esto:

i.
ii.
iii.
iv.

V.

Haga clic en Add SAML (Afadir SAML).

Para tipo de Endpoint (Extremo), seleccione SAML Logout.
Para Binding (Enlace), seleccione POST.

En el campo Trusted URL (URL confiable), introduzca una direccién como https:/YOUR_ADFS_SERVERNAME/adfs/Is/?

wa=wsignout1.0.

Deje en blanco el Response URL (URL de respuesta) y haga clic en OK.

ADFs

W File Action View Window Help
&= 5= @

1 ADFS

v [ Service
| Attribute Stores
| Authentication Methods
| Certificates
"5 Claim Descriptions
[ Device Registration
(% Endpoints
[ Scope Descriptions
" Web Application Proxy
] Access Control Policies
] Relying Party Trusts
" Claims Provider Trusts
1] Application Groups

Relying Party Trusts

Display Name =

Type
Spring Leam S5O

Actions
Relying Party Trusts
Add Relying Party Trust

Idertifier A

hitps://youraceount ispringleam ru/m... Py

| Learn S50 Prog ol
Monitoring  Identfiers  Encyption  Signature  Accepted Claims
Organization ~ Endpoints  Proxy Endpoints ~ Notes  Advanced

Speciy the endpoirts to use for SAML and WS-FederationPassive protocols

URL hdex Brdng  Defaut  Re
SAML Assertion Consumer Endpoints
htips:/Aouracoourtispringlea.. 0 POST  No
< >
["AddsamL.. |
| Add W Federcton... Remove Edt..
ok | [ canca | [ pony

Add an Endpoint X
Endpoirt typs:

| SAML Logout v|
Binding

|PosT v

Index | B

Trusted URL
|ttps://YOUR_ADFS_SERVERNAME /adfs/s/ Pwa=wsignout 1.0] |
Example: Htps://sts cortoso. com/adfsls

Responss URL:

Bxample: Hitps://sts cortaso. com/logout

[ o



https://youraccount.ispringlearn.com/module.php/saml/sp/saml2-acs.php/default-sp
https://youraccount.ispringlearn.com/module.php/saml/sp/saml2-acs.php/default-sp
https://YOUR_ADFS_SERVERNAME/adfs/ls/?wa=wsignout1.0
https://YOUR_ADFS_SERVERNAME/adfs/ls/?wa=wsignout1.0

4. Asegurese de que se hayan afiadido los tres puntos finales. Haga clic en Apply (Aplicar) y luego en OK para confirmar.
iSpring Learn 550 Properties X

Maonitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Prooy Endpoints Maotes Advanced

Specify the endpoints to use for SAML and W 5-Federation Passive protocals.

URL Indexx  Binding Default Fe
SAML Assertion Consumer Endpeints
https:/Aouraccount ispringlea... 0 POST Mo
https://youraccount ispringlea... 2 Arifact Mo
SAML Logout Endpoints
https-/YOUR_ADFS_SERV ... POST No
L4 >
Add SAML. ..
Add W5-Federation. .. Remove Edit_..
QK Cancel Apphy

Paso 7. Verificar inicio de sesién Unico (SSO)

1. Vaya a su cuenta de iSpring LMS https://youraccount.ispringlearn.com/.
2. Haga clic en Iniciar sesién con su cuenta corporativa.


https://youraccount.ispringlearn.com/

iBienvenido!
Usuario
Contrasefia e
+/ Recordarme £0lvidd su contrasefa?

Iniciar sesion

[ Iniciar sesidn con su cuenta corporativa ]

Y

Se abrira la cuenta personal del usuario.

Si se produce un error durante la configuracion, envie una captura de pantalla del error a support@ispring.es.

Correlacién de campos de iSpring LMS y SSO

Ademas de las reglas, también puede especificar campos de correlacién de iSpring LMS y atributos SSO: Nombre, Apellido, Puesto, Teléfono, etc.
Saber mas sobre la correlacion de campos de iSpring LMS y SSO.

En el lado de AD FS:

@ 20 Fs =
G File Action View Window Help
= xnm B

£ ADFS Relying Party Trusts

» [ Service - .
] Access Control Policies Dhartiy Mol 5. Enabled  Type  Ienther Access Control Policy
| Relying Party Trusts iSpring Leam 550 Yea WST... hitpa.//youraccount ispingleam ru/m. . Pemit everyone Add Relying Party Trust...
1 Claims Provider Trusts Edlit Claim lssuance Policy for Spring Leam S50 < || Edit Rule - Atinibutes to iSpring Learn %

7] Application Groups

lesuance Trangfomn Rules *You can configure this rule 1o send the values of LDAP sttibutes as claims. Select an attribute store from which

to endract LDAP attnbutes. Spacfy how the attibutes will map to the outgoing dlaim types that will ba izsusd
from the rule.

The fules specfy the will be sent to

Claim nde name:
|Mhmw|5plrgLaan
[Rule template: Send LDAP Attrbutes as Claims

Order  Rule Name lesued Oaime

1 Atrbutes to ISpang Leam email
2 Transfom Account Name HName ID

Aribute gtore:
:.!dnlDiudrry e
Mapping of LDAP attrbutes to outgaing claim types:

AP
ﬁdmmﬁwamm Outgoing Claim Type (Select or type to add more)
E-Mal-Addressss ~ Jemal v

Given-Name VIEl\nm_nana v
Sumame v ffamily_name v
Tile  Jjob_tile v
13 Telephone-Number ~ |phona v

View Fuie Language... | | Cancel



mailto:support@ispring.es
https://docs.ispring.eu/pages/viewpage.action?pageId=165087018

En el lado de iSpring LMS:

Asociar campos de iSpring LMS y atributos de SSO

Los atributos asociados se sincronizan automaticamente cuando un usuario inicia sesian.
Usuario W sub
Correo electronico W email

Fecha de contratacion
Las fechas deben enviarse en formato Unix Timestamp
Nombre v given_name m|
Apellido v family_name D]
= Aifiadir un campo

Autorizaciéon sin SAML

Si ha habilitado OpenlID en su cuenta de iSpring LMS pero por alguna razén no puede iniciar sesién mediante inicio de sesion Unico, escriba la siguiente
direccion web: https://lyourcompany.ispringlearn.com/login?no_sso.

Ahora iniciaras sesion en la cuenta como de costumbre, utilizando tu usuario y contrasefia.

Si obtiene un error 400 y un mensaje sobre que la solicitud se ha compuesto incorrectamente ("Cannot retrieve metadata for IdP 'https://myidp.com
/oam/fed' because it isn't a valid IdP for this SP") después de haber habilitado SAML en su cuenta de iSpring LMS, significa que el valor establecido
para el URL del emisor (ID de entidad del IdP) campo es incorrecto.


https://yourcompany.ispringlearn.com/login?no_sso
https://myidp.com/oam/fed
https://myidp.com/oam/fed

Wrong Request

Cannot retrieve metadata for IdP 'hitps://myidp.com/oam/fed' because it isn't a valid |dP for this SP.

&« Go Back

A A

Para hacer que la autorizacién SAML funcione correctamente en su cuenta, copie la URL del texto de error y péguela en el campo URL del Emisor (ID
de Entidad IdP).

URL del emisor (ID de identidad [ https://myidp.com/oam/fed
del 1dP):
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