Configuracion de la Integracion en Microsoft Entra ID—
Para Administradores del Sistema

Para sincronizar por primera vez los usuarios y grupos de iSpring LMS con Microsoft Entra ID (Azure AD), siga estos pasos:

Coémo crear una aplicacién en Microsoft Entra ID (Azure AD)
Como conectar la aplicacion a iSpring LMS

Como afiadir usuarios y grupos para la sincronizacion

Cémo iniciar la sincronizacion en Microsoft Entra ID (Azure AD)
Como deshabilitar la integracion

Cbmo crear una aplicacion en Microsoft Entra ID (Azure AD)

1. Inicie sesion en su cuenta de Microsoft Entra ID (Azure AD). En la seccion Azure services (Servicios de Azure), elija Enterprise applications
(Aplicaciones empresariales).

5 Seateh resource. senices, and 9ocs (61 I D Contr 0 ® © &

Azure services

+ ® & & © 6 ORI TN

Create a Enterprise Groups Users Management  Microsoft Entra  Subscriptions Resource Virtual More services
resource applications groups D groups machines
Resources

2. Seleccione New application (Nueva aplicacion).

SRS I o Coplot —

Home > Enterprise applications

Enterprise applications | All applications X

iSpring Solutions, Inc.

¥ oo« ~+ New application () Refresh | Download (Export) @ Preview info == Columns
> Overview
View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their
v Manage Identity Provider.
E# All applications The list of applications that are maintained by your organization are in application registrations.

. Private Network
connectors ‘,0 Search by application name or object ID ‘

3. Elija Create your own application (Crear su propia aplicacion). Después, introduzca el nombre de su aplicacién y seleccione Integrate any
other application you don't find in the gallery (Non-gallery) (Integrar cualquier otra aplicacion que no encuentre en la galeria (sin galeria)).

= YT Arae] O Search resources, services, and dacs (G+/) ) Copilot

Home > Enterprise applications | All applications > Create yOl.II’ own app“cation X
Browse Microsoft Entra Gallery

o & @ & [)

2 Got feedback?

-+ Create your own application A Got feedback?
If you are developing your own application, using Application Proxy, er want to integrate an
The Microsoft Entra App Gallery is a catalog of thousands of apps that make ite  application that is not in the gallery, you can create your own application here
deploying an app from the App Gallery. you leverage prebuilt templates to coni
are wanting to publish an application you have developed into the Microsoft 1 What's the name of your app?
described in this article.

[ ispring Lear -

O Search application Single Sign-on : All

What are you looking to do with your application?

(O configure Application Proxy for secure remote access to an on-premises application
Cloud platforms } ) :
(O Register an application to integrate with Microsoft Entra ID (App you're developing)

A Web Services (AWS) Googl (®) Integrate any other application you don't find in the gallery (Non-gallery)
mazon Vel Tvices oogi

adWs

4. Haga clic en Create (Crear).


https://portal.azure.com/

Como conectar la aplicacion a iSpring LMS

1. Vaya a Manage (Administrar) > Provisioning (Aprovisionamiento) en el menu de la izquierda.

&y Copilot

e i Yt O Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery >

g2z iSpring Learn | Overview
- Enterprise Application
o«
) Properties
Overview
Name O

Deployment Plan

L
iSpring Learn ]

‘ Application ID

029a8369-2277-4df6-a774-9.. [

ObjectID @

X Diagnose and solve problems

~ Manage

II' Properties

2 Owners 0a2baf0c-4cSb-437f-ad92-48... 1)
£, Roles and administrators .

“ Getting Started

£ Users and groups

2 single sign-on

& 1. Assign users and groups

Provide specific users and groups access
to the applicaticns

w

Provisioning

@ *

* Application proxy
C Self-service Assign users and groups

Custom secu

> Security

> Activity 3. Provision User Accounts

i

Automatically create and delete user
accounts in the application

> Troubleshooting + Suppert

Get started

2. Seleccione Connect your application (Conecte su aplicacion).

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery >

i ) iSpring Learn | Overview (Preview)

-+ New configuration [ Start p

‘ @ Overview (Preview)
Get started

© Overview

. Get started with application provisioning
anege Configure, test, and deploy your provisioning setup using the steps below.

> Monitor

> Troubleshoot

Create configuration

application and test connectivity.

S

2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

4. Conditional Access

Secure access to this application with a
customizable access policy.

Create a policy

ng () Refresh

A’ Got feedback?

Connect your application

Provide the credentials to connect to your

3. Pegue la Tenant URL (URL del inquilino) y el Secret token (Token secreto) que copié de iSpring LMS. Haga clic en Test connection (Probar

conexion).



Microsoft Azure O Search resources, services, and docs (G+/) l T Copilot

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > iSpring Learn | Overview (Preview) >

New provisioning configuration
Microsoft Entra ID

27 Got feedback?

@ This is a new version of the provisioning user experience. This will replace the old experience in March 2025. No customer
action is required. You can provide us feedback on the new user experience using the "Got feedback” button.

Create a provisioning configuration by completing the setup below. You can edit attribute mappings, scoping rules, and
other settings later in the setup.

Learn more @
Admin credentials
Create automatic provisioning configuration for: ‘iSpring Learn’

Tenant URL *

[ https:/fexample.ispringlearn.com/scimintegration |

Secret token

= =)

‘ Test connection @ ‘

Next steps:

After creating your configuration with default parameters, you will be taken to the configuration details page tc manage
advanced settings.

Create

4. Después, haga clic en Create (Crear).

Admin credentials
Create automatic provisioning configuration for: 'iSpring Learn’

Tenant URL*

| https://example.ispringlearn.com/scimintegration |

Secret token

| Test connection

Next steps:

After creating your configuration with default parameters, you will be taken to the configuration details page to manage
advanced settings.

Como afiadir usuarios y grupos para la sincronizacién

1. Vaya a Manage (Administrar) > Users and groups (Usuarios y grupos).



D start provisioning

Overview (Preview)

e e

Get started Overview
Overview —
£, Provision on demand
Basic information
v Manage
& Connectivity (Preview) Name
® Provisioning Provisioning interval (fixed)
Activity ID
2 Usersandgroups ) %
Job ID

Attribute mapping
(Preview)

Last cycle start time

Expression builder
Last cycle completed time

Monitor

>

Last cycle duration

> Troubleshoot Last time steady state achieved

O Restart provisioning [E] Delete configuration O Refresh

Properties Monitoring

iSpring Learn
40 minutes
Not available

scim.4ad10dba3a18498dba849776520a9369.02928369-227...

]

Not started
Never
Not available

Never

2. Haga clic en Add user/group (Afiadir usuario/grupo).

e TVl © Search resources, services, and docs (G+/)

l @ Copilot

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery >

Foy iSpring Learn | Users and groups

-+ Add user/group &7 Edit assignment

@ Overview (Preview)

iSpring Learn | Overview (Preview) > New provisioning configuration > iSpring Learn

lii] Re atial () Refresh 53 Manage view ™

ove assignmen

(@ The application will appear for assigned users within My Apps. Set visible to users?*to no in properties to prevent this.

@ Overview

£ Provision on demand

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

~ Manage

P First 200 shown, search all users & group:

s

£ Connectivity (Preview)
@ Provisioning Display nama
22 Users and groups
No application assignments found
Attribute mapping
(Preview)
I3 Expression builder
> Monitor

> Troubleshoot

Object type

3. Como estéa configurando la sincronizacién por primera vez, la lista de usuarios y grupos estara vacia. Haga clic en None Selected (Ninguno

seleccionado).

O

Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > iSpring Learn | Users and groups >

Add Assignment

iSpring Solutiens, Inc.

Users and groups

None Se\ecijﬁi
Select a role

4. Marque las casillas junto a los usuarios y grupos que desea sincronizar de la lista, y luego haga clic en Select (Seleccionar).



Users and groups x

(@ Try changing or adding filters if you don't see what you're looking for. Selected (2)
“) Reset

Search

£ Product X & Product Marketing &

1 result found
All Users Groups
— @  Nick Moore 0

nick.moore@ispringtestru
Name Type Details

3 Product Marketing Group

5. Los usuarios y grupos que ha seleccionado ahora apareceran en la pestafia. Ahora puede sincronizarlos.

P i e GGl |

Home > Enterprise applications | All applications > iSpring Learn

iSpring Learn | Users and groups - X

Enterprise Application

tial () Refresh €8¢ Manage view ™

s <« ~+ Add user/group ¢ Edit assign

Overview

(@ The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this.
[} Deployment Plan

K Diagnose and solve problems . i
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

v Manage
. [P First 200 shown. search all users & groups
11l Properties
3 Owners Display name Object type
&, Roles and administrators
J @ Nick Moore User
£A Users and groups
S single sign-on [l . Product Marketing Group

@ Provisioning

8

Application proxy
G Self-service

Custol

> Security
> Activity

> Troubleshooting + Support

® Todos los usuarios y grupos que usted agregd a esta seccion se sincronizaran.
® Sinecesita dejar de sincronizar usuarios o grupos, simplemente marque la casilla junto a su nombre y elimine al usuario o grupo.

ential O Refresh @ Manage view sun

+ Add user/group f Edit assignment ]E Remove ass'\gnmeng\}j Cg

() The application will appear for assigned users within My Apps. Set ‘visible to users?' to no in properties to prevent this.

Assign users and groups to app-roles for your application here. To create new app-roles for this application. use the application registration

| £ First 200 shown, search all users & groups

Display name Object type

Product Marketing Group

v Nick Moore User
L~
Bl



Como iniciar la sincronizacion en Microsoft Entra ID (Azure AD)

1. Abra la seccion de Overview (Vista general) en el menu de la izquierda y haga clic en Start provisioning (Iniciar aprovisionamiento). Esto
iniciara el proceso de sincronizacion.

O Search resources, services, and docs (G+/) I O Copilot Q&8 ® &

Home > Enterprise applications | All applications > iSpring Learn

i ) iSpring Learn | Overview

[> Start provisioning C Restart provisioning ¢ Edit provisioning s Provision on demand () Refresh
@ Overview (Preview)
‘ © Overview Current cycle status Statistics to date

P, Provision on demand
] Incremental cycle stopped.
y PP /' View provisioning details

~ Manage 0% complete

 View technical information
& Connectivity (Preview)

View provisioning logs
@ Provisioning

£ Users and groups

- Attribute mapping Manage provisioning
(Preview) Update credentials
Edit attribute mappings
B Expression builder Add scoping filters

Provision on demand
Monitor

v

v

Troubleshoot

2. Espere mientras se completa el proceso. Se mostrara una actualizacion de estado que indica la finalizacion exitosa de la sincronizacion.

P Search resources, services, and docs (G+/) I O Copilot

Home > iSpring Learn

o iSpring Learn | Overview

6 <« > Start provisioning ] Stop p g C Restartp g ¢ Editp g % Provision on demand
© Overview (Preview)
| © Overview Current cycle status Statistics to date

8 Provision on demand Initial cycle completed.

v View provisioning details

> Manage 100% complete
~ View technical information
v Monitor
Users Groups.
s Provisioning logs 1 1
B Auditlogs

View provisioning logs
@ Insights

> Troubleshoot
Manage provisioning
Update credentials
Edit attribute mappings

Add scoping filters
Provision on demand

Microsoft Entra ID (Azure AD) comprueba automaticamente si hay cambios en los datos de grupos y usuarios cada 40 minutos. Si se detecta
algun cambio, el proceso de sincronizacion se repetird y toda la informacion se actualizara en iSpring LMS.

Ver registros de sincronizacion

Para revisar los detalles de la sincronizacién, haga clic en el enlace View provisioning logs (Ver registros de aprovisionamiento) o vaya a la pestafia Pro
visioning logs (Registros de aprovisionamiento).



Aqui puede ver informacién detallada sobre la sincronizacién, como los errores encontrados durante el proceso o cualquier actualizacién que se haya
producido durante la sincronizacion.

= Microsoft Azure S0 Search resources, services, and docs (G+/)  Copilot

Home > iSpring Learn

v iSpring Learn | Overview

o «® [> Start provisioning D Stop provisioning Q Restart provisioning f Edit provisioning Pe Provision on demand
@ Overview (Preview)
‘ @ Overview Current cycle status Statistics to date
£ Provision on demand Initial cycle completed. ) o )
~  View provisioning details
> Manage 100% complete
~  View technical information
~ Monitor
Users Groups
a4 Provisioning logs @ ) o 1 1
B Audit logs
View provisioning logs
@ Insights

> Troubleshoot
Manage provisioning
Update credentials
Edit attribute mappings

Add scoping filters
Provision on demand

Cbémo deshabilitar la integracion

En la seccion Overview (Vista general), haga clic Pause provisioning (Pausar la provision). Los datos ya no se sincronizaran.

P Search resources, services, and docs (G+/) T Copilot

Home > Enterprise applications | All applications >

M iSpring Learn | Overview (Preview) - X

« tart prov nir Il Pause provisioning O Restart provisioning @ Delete configuration O Refresh }5? Got feedback?

‘ @ Overview (Preview)

° Get started Overview Properties Monitoring
Overview —

Ps Provision on demand . .
Basic information

> Manage
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